Minutes
Tech Change Forum
PJM Conference and Training Center
June 13, 2018
1:00 – 3:00 p.m. EPT
Facilitator: Rebecca Stadelmeyer
Secretary: Monica Burkett
Administration (1:00-1:35)
1. Rebecca Stadelmeyer, PJM, provided a brief overview of the Tech Change Forum as well as ground
rules and the agenda.
Working Issues (1:35-3:00)
2. Enterprise Security
A.

Colin Brisson, PJM, provided a background on the purpose of enhancing security on PJM systems. He discussed
PJM’s response to cyber threats by reviewing PJM’s approach to Geo-IP blocking in a step by step process. Mr.
Brisson reviewed PJM’s support and response approach such as the PJM communication change process, standard
updates at meetings along with collecting feedback on individual cases. He reviewed efforts that PJM has taken to
date such as blocking high risk countries and limiting access to the internet SCADA. Mr. Brisson provided opportunity
for open discussion with the group where no questions were brought up at the time.

B.

Sunil Kumar Rachakonda, PJM, provided a review of the upcoming two-step verification to PJM Tools. He stated the
new security feature will provide an extra layer of security, prevent a breach even if password was known, as well as
utilize password along with additional token.
Mr. Rachakonda advised the group that the two-step verification is triggered via logon from an unrecognized device
where the end user logs in with their username/password combination. He stated the user will then receive a token via
a valid email for the user to input and complete the logon process. Mr. Rachakonda reviewed the ease of use for this
new feature and provided opportunity for open discussion with the group.
Several participants requested further details around impacted tools, device usage, user impact as well as ability to
expand token validation from email to other solutions. PJM will update the current slide deck to provide a full list of
impacted and non-impacted PJM Tools as well as future Tech Change Forum slide decks. Mr. Rachakonda stated
once a user authenticates with a sixth device the oldest device that is connected will be removed from the system. He
also advised the group that the two-step verification is mandatory and users will not be able to opt-out.
Mr. Rachakonda mentioned that only browser-based interactions will be impacted at this time. He stated the only tools
that are not impacted are PJM.com eDART and eGADS. Mr. Rachakonda reviewed the project timeline where PJM
will implement this feature in Train on August 15th with an October 10th Production roll out.

3. Account Manager New User Workflow
Gerry McNamee, PJM, presented the Account Manager new user workflow plan. He provided a review of the current
process for new user registration within Account Manager where users automatically receive default access to public areas
such as MyPJM and Data Viewer. Mr. McNamee also reviewed stakeholder feedback with concerns to the current process.
He spoke to a proposed solution from March 2018 where no PJM Tool access would be granted until the CAM approves the
new user.
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Mr. McNamee stated PJM has reevaluated the March 2018 proposal due to increased security efforts. He reviewed PJM’s
recommendation to utilize the user’s email address as a key identifier. Mr. McNamee mentioned that CAMs will be able to
whitelist domains for their company as well as specific email addresses and if the user registering has an invalid address
they will be rejected from the new user process. A few participants requested further details in regarding the whitelisted
domains such as limitations or larger groups having access. Kevin Bonner, PJM, stated the new user workflow does not
expect to have a cap on the amount of domains CAMs can insert. Rebecca Stadelmeyer, PJM, stated CAMs are able to
identify specific email address to avoid larger group access for certain partner companies.
Mr. McNamee stated the timeline is expected for the next 2-3 months in alignment with the Tools Security two-step
verification.

Future Meeting Dates
June 19, 2018

10:30 a.m.

PJM Conference & Training Center/ WebEx

Author: Rebecca Stadelmeyer
Antitrust:
You may not discuss any topics that violate, or that might appear to violate, the antitrust laws including but not limited to agreements between or among
competitors regarding prices, bid and offer practices, availability of service, product design, terms of sale, division of markets, allocation of customers or any
other activity that might unreasonably restrain competition. If any of these items are discussed the chair will re-direct the conversation. If the conversation still
persists, parties will be asked to leave the meeting or the meeting will be adjourned.
Code of Conduct:
As a mandatory condition of attendance at today's meeting, attendees agree to adhere to the PJM Code of Conduct as detailed in PJM Manual M-34 section 4.5,
including, but not limited to, participants' responsibilities and rules regarding the dissemination of meeting discussion and materials.
Public Meetings/Media Participation:
Unless otherwise noted, PJM stakeholder meetings are open to the public and to members of the media. Members of the media are asked to announce their
attendance at all PJM stakeholder meetings at the beginning of the meeting or at the point they join a meeting already in progress. Members of the Media are
reminded that speakers at PJM meetings cannot be quoted without explicit permission from the speaker. PJM Members are reminded that "detailed
transcriptional meeting notes" and white board notes from "brainstorming sessions" shall not be disseminated. Stakeholders are also not allowed to create audio,
video or online recordings of PJM meetings. PJM may create audio, video or online recordings of stakeholder meetings for internal and training purposes, and
your participation at such meetings indicates your consent to the same.
Participant Identification in WebEx:
When logging into the WebEx desktop client, please enter your real first and last name as well as a valid email address. Be sure to select the “call me” option.
PJM support staff continuously monitors WebEx connections during stakeholder meetings. Anonymous users or those using false usernames or emails will be
dropped from the teleconference.
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Provide feedback on the progress of this group: Facilitator Feedback Form
Visit learn.pjm.com, an easy-to-understand resource about the power industry and PJM’s role.
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